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Introduction

Background Info

The EE team on this project focused primarily on the RF
spoofing protection. To make sure a signal is coming from
the correct source we can use metrics like RSSI and SNR.
RSSI measures the strength of a signal and SNR
compares the power of a signal to background noise.
Then with these tools, we can do some modulation
techniques:

« PSK decodes bits from phase data. This creates a

Embedded systems are widely used in tech applications

but most lack onboard security event monitoring. This project
developed a TinyML/Edge Al based event detection
system. The system monitors metrics in real time and uses an
Al trained on normal operating conditions to identify the
events. The Al model runs on device and doesn't utilize a
larger cloud-based system, reducing security risks. This
interdisciplinary capstone brought together multiple majors to

create an innovative solution to security on a resource distinct phase patterns that are hard to replicate.
\\constrained board. -/ + FSK decodes bits from frequency. Here, we check for the

expected frequencies and whether the transitions between

. them are clean.
Lab DeSIgn S Tieasaenee e e eaeest By training the Al model with this data, over time we can

; develop a signal fingerprint that the model can identify

7. = i differences from. The EE team focused on the RF side, but a
o model capable of detecting DoS attacks was also developed.
This demonstrates the versatility of ML models and their

Team created a dual sinusoidal output for the Red Pitaya to
transmit out through its dual channel output.

=L e :m ability to defend against multiple types of threats, even when
erloyed on a resource constrained board. /

Conclusion
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Signals passed through attenuators and RF cabling to the
USRP B210 receiver
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RF data is interpreted by USRP B210 and converted to
digital 1Q

This project has shown that Al techniques can be applied on a
: . resource constrained board reliably and efficiently. B

PC runnslr[llgRGgggladPl%E f;grigé?ndfgs %rr]rcrl]outputs image made by A running a model locally, we can miximize securityy ’

| | venerability and keep a device safe from bad actors. Threat

detection on the edge is the future of device security and

This data Is sent across a 3.3V UART cable to the Team 41 has created a proof of concept. This capstone
board generated interest in potential future capstone investment at
ASU with both GDMS and a startup called Efficient. With the
The board runs the Al algorithm to process the signal groundwork laid here, future ASU students and Industry can
and detect spoofing prlore the future of Edge Al. /
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