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System Design

-- Prototype Overview – Gretel V1 & V2 --

- Gretel V1: Built using Arduino R3 with CAN shield

  and custom control board

- Mode Selector:

* Injection Mode: Sends unlock/start frames

* Suppression Mode: Launches ReDoS attack

      to suppress error frames

Simulation Environment via the demo board: 

transmitting ECU emulator (CANsel), receiving ECU/PDM 

node with actuators, CANable and CAN bus wiring with 

120Ω termination resistors

             -- Gretel V2 Upgrades --

- Create a more compact model

- Incorporate a Nano microcontroller with a can 

shield & built-in OBD2 interface

- maintain full functionality

Problem Statement

Critical safety features like ABS and limp-

home mode, while essential for civilian use, 

can hinder vehicle functionality in military 

scenarios. In combat zones, operators need 

continuous vehicle usability regardless of 

electronic errors or damage. This project 

aims to bypass such safety mechanisms in 

Toyota HiLux vehicles to ensure 

uninterrupted operation using CAN bus 

injection.

- Bypass ABS and limp mode via CAN bus

  injection attack

- Enable a vehicle’s operation despite

  error states and battle damage

- Create user-friendly device for easy

  military field accessibility

- Design a small low-cost prototype

Project Objective

- Access the CAN bus through the

  headlight wiring

- Implement authentication attack for

  door locks and starter motor

- Use CANalyzer for traffic monitoring

  and reverse engineering ECU behavior

- Actively suppress error messages

  that might disable the Vehicle

Technical Process

- Ethics: Increases operator safety

  during critical operations

- Safety: Prevents malfunction during

  combat by bypassing restrictive

  safety features

- Sustainability: Repurposes existing

  civilian vehicles for military use

Ethics – Safety - Sustainability

Figure 2: system BLOCK DIAGRAM

Budget Summary

Component Unit Price Quantity Item Total

Arduino UNO 

R3 - clone

7.19 3 21.57

Seeed Studio 

CAN Bus 

Shield

27.19 3 81.57

Can to USB3 

Converter

16.08 1 16.08

Mkr can 

shield

38.99 1 38.99

Arduino nano 24.90 1 24.90

Total: 183.11

Figure 1: decoding differential can frames  

Implementation

- CAN Bus Loop: provides a network for nodal

  communication

- CANsel Node: Injects arbitrary CAN chatter

  frames and error frames

- CANable USB Monitor: analyzing bus traffic

- ECU / PDM node: receiver node, Emulates real

  world response (servo, motor, LED)

- Attack node: performs can bus infiltration

This project addresses the need to bypass critical 

safety and anti-theft features in non-military 

vehicles that may be used in combat scenarios. These 

features can prevent operation in critical situations, 

so operators must have tools to adapt vehicle 

functionality as needed.

By simulating a vehicle's CAN bus, We have developed 

a prototype capable of listening and injecting 

messages. When error messages are detected, it 

floods the bus with high-priority frames to place 

the vehicle in error-passive mode. Computer software 

was used to monitor can bus traffic and verify the 

prototype’s effectiveness.

Conclusion

Figure 3: Cansel - canable – can bus loop - Gretel V1  
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